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The fast digitalization of industrial systems, facilitated by Industry 4.0 

technology, has created increasingly complex IT risks, such as cyberattacks, 

operational interruptions, and data breaches, all of which can have a negative 

impact on productivity, safety, and financial stability. Traditional risk 

assessment approaches frequently fall short of tackling these dynamic threats 

due to their reactive nature and inability to process vast amounts of real-time 

data. To bridge this gap, this study provides a Comprehensive Hybrid 

framework that combines mathematical modeling, deep learning, and IoT-

driven analytics to enable proactive industrial IT risks anticipation. To 

evaluate possible vulnerabilities across interconnected industrial networks, the 

framework uses mathematical optimization techniques such as stochastic 

modeling, Bayesian risk assessment, and Game theory optimization. It uses 

Deep Neural Networks (DNN), such as Long Short-Term Memory (LSTM) 

and the Autoencoder for Unsupervised Anomaly identification, to analyze 

historical and real-time data for anomaly identification, predictive risk 

assessment, and adaptive threat forecasting. Additionally, distributed IoT 

sensor networks deliver continuous, high-resolution data streams from vital 

infrastructure, allowing for real-time monitoring. Through this synergistic 

integration, the framework improves IT risk prediction accuracy through 

multi-modal data fusion and adaptive learning, while maintaining data privacy 

via federated learning implementations. When tested on real-world datasets, 

the model outperformed current techniques. 
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1. Introduction 

Industrial ICT (Information and Communication Technology) systems are becoming increasingly vulnerable to a 

wide range of disruptions, including cyberattacks, sensor malfunctions, hardware degradation, and communication 

inefficiencies. The progressive integration of Industrial Internet of Things (IIoT) devices into legacy infrastructures 

has amplified exposure to sophisticated threats such as ransomware, Distributed Denial-of-Service (DDoS) attacks, 

and false data injection (Antonakakis et al., 2017). Additionally, sensor drift, aging hardware, and network latency 

further compound the reliability challenges inherent in these systems (Mo et al., 2012). Traditional risk assessment 

methods, which depend heavily on statistical models and rule-based anomaly detection, are often inadequate in 

capturing complex, dynamic threat patterns in real time. 

Recent empirical research highlights the significance of these threats. In 2023, ransomware assaults in industrial 

sectors increased by 62%, with 75% of targeted organizations paying the ransom to avoid operational shutdowns 

(Dragos, 2024). According to IBM X-Force (2024) and ENISA (2024), 40–50% of industrial firms had DDoS 

incidents in 2024, with disruptions lasting three to six hours. False data injection attacks, including sensor spoofing, 

represented 18% of industrial control system (ICS) breaches and frequently bypassed conventional detection 

mechanisms (Dragos, 2023). According to Deloitte (2023), sensor failures alone were responsible for 23% of 

unscheduled industrial downtime, which led to losses of an estimated $260,000 per hour. These hazards are 

exacerbated by hardware deterioration in aged IIoT infrastructure, where components have an annual failure rate 

of 15–20% (IEEE, 2023a). Furthermore, 12% of process inefficiencies in industrial networks are caused by 

communication latency, which further reduces productivity (IEEE, 2023b). 

In addition to technical failures, external disruptions such as power outages and natural disasters pose serious 

threats. Power grid failures cost the global economy approximately $150 billion annually, with industrial facilities 

averaging 8.5 hours of downtime per outage (World Bank, 2023). Natural disasters, especially extreme weather 

events, account for 40% of industrial disruptions and require an average of 72 hours for recovery (FEMA, 2023). 

Human error and software vulnerabilities also remain persistent risk factors; misconfigurations and unintentional 

data leaks cause 30% of ICS incidents (NIST, 2023), while 60% of system crashes result from unpatched firmware 

or software flaws (Siemens CERT, 2023). 

These observations highlight significant gaps in current approaches. Traditional models, including Bayesian 

networks and legacy rule-based systems, fail to address the dynamic and multidimensional nature of modern 

threats. Notably, legacy systems are unable to detect 42% of zero-day attacks (Ponemon Institute, 2023), and 

existing statistical frameworks struggle with real-time adaptation in IIoT environments. To address these 

limitations, this research proposes a hybrid framework that integrates mathematical risk models—particularly 

stochastic processes—for quantifying uncertainty, deep learning architectures (LSTM/GNNs) for adaptive threat 

detection based on temporal sensor data, and distributed IoT analytics to facilitate real-time decision-making at the 

edge, thereby reducing reliance on centralized cloud systems. 

The literature review underpinning this work was conducted using a systematic methodology. Key databases such 

as IEEE Xplore, ACM Digital Library, Scopus, and Web of Science were searched using relevant keywords. 

Studies were included based on their focus on deep learning and mathematical models, while purely theoretical 

works lacking experimental validation or those not directly applicable to industrial cybersecurity were excluded. 

This paper introduces an integrated risk anticipation framework, featuring mathematical derivations for 

probabilistic risk assessment, including failure rate estimation and attack propagation modeling. It also provides 

architectural diagrams that illustrate the fusion of DNN-based anomaly detection with IoT edge computing 

strategies. The proposed approach is validated through case studies on industrial control systems. The structure of 

the paper is as follows: Section 2 presents a literature review on IT risk anticipation; Section 3 details the hybrid 

framework design and architecture; Section 4 describes the experimental validation; and Section 5 offers 

conclusions and future research directions. 
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2. Literature review on IT risk management 

2.1 Defining Industrial ICT Risks 

Industrial ICT risks encompass a wide spectrum of threats and vulnerabilities that can compromise the 

confidentiality, integrity, and availability of information and operational technology (OT) systems in industrial 

settings. These threats originate from various sources. Cybersecurity threats include malware, ransomware, 

phishing, denial-of-service (DoS) attacks, unauthorized access, data breaches, and insider threats. Operational 

failures involve hardware and software malfunctions, system errors, human mistakes, and obsolete technologies. 

Natural disasters, such as floods, fires, or earthquakes, can also interrupt IT/OT infrastructure. Compliance and 

regulatory risks stem from failing to meet industry standards and legal obligations, potentially resulting in financial 

penalties and reputational harm. Additionally, supply chain risks arise when third-party vendors or suppliers 

introduce vulnerabilities. The growing interconnectedness of IT and OT systems in modern industrial environments 

means that a disruption in one area can quickly cascade, resulting in physical damage, production halts, safety 

issues, and substantial financial losses. 

2.2 The Value of Risk Prediction 

Historically, industrial ICT risk management has largely been reactive, focusing on responding to events after they 

occur. However, due to the complex and evolving nature of these threats, a proactive and predictive approach has 

become essential (NIST SP 800-82, 2022). Anticipating risks allows organizations to prepare backup plans and 

implement mitigation strategies in advance (ISO/IEC 27001, 2022). It also enables better decision-making by 

prioritizing risks based on probability and impact, facilitating efficient resource allocation (Kaplan & Garrick 

1981). This predictive approach enhances organizational resilience by fostering systems that can withstand and 

quickly recover from incidents (ENISA, 2021, 2025). Furthermore, it ensures regulatory compliance with 

frameworks such as the NIS Directive and GDPR (General Data Protection Regulation), and protects institutional 

reputation by minimizing exposure to situations that could damage public trust and competitive standing (PwC, 

2023). Lastly, effective risk management supports innovation by giving organizations the confidence to pursue 

new technologies (World Economic Forum, 2023). 

2.3 Industrial ICT Risks Taxonomy 

This taxonomy organizes risks into primary categories and subcategories, based on their source, nature, and impact 

on industrial operations. 

2.3.1 Technical Risks 

Technical risks arise from vulnerabilities in the hardware, software, network infrastructure, and communication 

protocols used in industrial ICT systems. System and software vulnerabilities include unpatched known flaws, 

zero-day vulnerabilities without public patches, configuration weaknesses like default passwords or open ports, 

undocumented features or intentional backdoors (CISA, 2019), and programming errors such as buffer overflows 

or memory corruption. Network and communication protocol risks emerge from insecure legacy protocols lacking 

authentication or encryption (Modbus, 2012), inadequate network segmentation between IT and OT systems (IEC, 

2013), vulnerabilities in wireless communication channels (ISA, 2018), denial-of-service attacks that overwhelm 

network resources (Dragos, 2024), and insecure remote access methods like VPNs or RDP. Hardware and device 

risks include physical tampering, firmware vulnerabilities that are difficult to patch, compromised hardware 

components from the supply chain, and devices that are end-of-life and no longer supported with security updates. 

2.3.2 Operational Risks 

Operational risks originate from human factors, procedures, and processes within industrial environments. Insider 

threats take several forms: malicious insiders intentionally sabotage systems, negligent insiders unintentionally 
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cause harm due to carelessness, and compromised insiders have their credentials or workstations hijacked by 

external actors. 

2.4 Related Work 

2.4.1 Threat Anticipation Techniques 

Recent developments in predictive risk analysis for industrial environments have yielded several innovative 

techniques. Industrial threat intelligence utilizes machine learning for early detection of ICS attack patterns 

(Karnouskos et al., 2021). The concept of digital twins enables the simulation of cyber-physical system 

vulnerabilities before actual exploitation (Grieves, 2022). Attack graphs are another tool, modeling multi-stage 

network breaches in industrial systems (Wang et al., 2020). 

2.4.2 Sector-Specific Implementations 

Several sectors have adapted these predictive methods to their specific needs. In smart manufacturing, real-time 

anomaly detection is implemented using IIoT sensor data (Zheng et al., 2023). The energy sector applies 

probabilistic risk models to manage grid contingencies (Ten et al., 2021). In transportation, blockchain 

technologies are being used to mitigate supply chain risks (Petit et al., 2022). 

2.4.3 Emerging Challenges 

Despite progress, important research gaps remain. The convergence of IT and OT systems introduces unique 

vulnerabilities in Industry 4.0 architectures (Boyes, 2023). Human factors, particularly in operator decision-

making, significantly influence system resilience (Carpenter et al., 2022). Regulatory compliance continues to be 

a dynamic challenge as cybersecurity standards evolve (ENISA, 2023, 2025). 

2.5 Frameworks for Industrial ICT Risk Anticipation 

2.5.1 ISO/IEC 27005:2022 

ISO/IEC 27005:2022 stands out for its holistic integration with ISO 27001 controls (Cherdantseva Y. et al., 2016) 

and flexibility in supporting both qualitative and quantitative risk assessment methods (Beckers K., 2015). 

However, it faces limitations in practice. Small and medium-sized enterprises often struggle with its abstract and 

complex guidelines (Almeida R. et al., 2020), and the framework lacks mechanisms for real-time risk adaptation 

(Shedden P. et al., 2016). 

2.5.2 ISO 31000 

ISO 31000 provides a comprehensive approach to enterprise risk management, applicable across organizational 

types and sizes. It offers a structured process for identifying threats and opportunities, while improving resource 

allocation and helping organizations achieve strategic objectives (Tranchard 2018; Rampini et al. 2019). According 

to Solange G. (2022), it serves as a general reference for managing various types of risks based on its principles 

and guidelines. 

2.5.3 ITIL 

The IT Infrastructure Library (ITIL) framework focuses on key processes such as threat identification, vulnerability 

assessment, risk evaluation, and continuous monitoring. It provides a structured method for managing IT services 

and is widely used to establish systematic risk management practices (Wang et al., 2022). 

2.5.4 OCTAVE 

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) helps organizations identify critical 

IT assets and analyze associated threats and vulnerabilities. It provides a structured method for aligning risk 

awareness with operational objectives (Alberts and Dorofee, 2003; Caralli et al., 2007). 
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2.5.5 NIST Cybersecurity Framework (CSF) 

The NIST CSF offers a high-level structure for cybersecurity activities through five core functions: Identify, 

Protect, Detect, Respond, and Recover (NIST, 2018, 2024). These functions help organizations align cybersecurity 

measures with business requirements. 

2.5.6 COBIT 

COBIT (Control Objectives for Information and Related Technologies), developed by ISACA, is a comprehensive 

IT governance framework. It ensures that IT supports business goals, delivers value, and manages associated risks 

effectively (ISACA, 2018). 

2.5.7 FAIR 

FAIR (Factor Analysis of Information Risk) is a quantitative model that enables organizations to assess and express 

information risk in financial terms. It complements qualitative frameworks and enhances decision-making (Jones 

and Freund, 2018; ISACA, 2021). 

2.5.8 IEC 62443 Series 

IEC 62443 is an international standard developed specifically for the security of industrial automation and control 

systems (IACS). It addresses secure system design, operational security, and various other facets of industrial 

cybersecurity (IEC, 2021; Stouffer et al., 2015, 2023). 

2.6 Comparison of Current ICT Risk Management Standards 

The table 1 presents a comparative overview of major ICT risk management frameworks, highlighting their key 

focus areas, advantages, limitations, and corresponding references. This synthesis aims to guide the selection or 

integration of appropriate standards based on organizational needs and industrial contexts. 

Table 1: Comparison of Risk Management Frameworks 

Framework/Key Focus Advantages Gaps/Limitations Key References 

COBIT 2019 

IT governance & 

management 

• Holistic alignment with business 

goals 

• Strong process controls 

• Integrates with other frameworks 

• Less prescriptive on 

technical controls 

• Complex implementation 

• Requires customization 

ISACA (2018). 

COBIT 2019 

Framework 

ISO/IEC 27005 

Information security risk 

management 

• Compatible with ISO 27001 

• Structured risk assessment process 

• International standard 

• Primarily qualitative 

• Requires industry 

customization 

• Less financial focus 

ISO/IEC (2018). 

ISO/IEC 

27005:2018 

ITIL 4 

IT service management 

• Integrates risk into service lifecycle 

• Widely adopted standard 

• Practical implementation guidance 

• Less financial quantification 

• Requires customization 

• Limited security detail 

AXELOS (2019). 

ITIL 4 

Foundation 

OCTAVE 

Operational risk 

assessment 

• Asset-centric approach 

• Practical threat modeling 

• Good for security issues 

• Resource intensive 

• Less financial quantification 

• Limited scalability 

Alberts & 

Dorofee (2002). 

OCTAVE 

Approach 

FAIR 

Quantitative risk analysis 

• Financial risk quantification 

• Prioritizes data-driven decisions 

• Strong for cyber risk 

• Requires significant data 

• High setup effort 

• Limited adoption 

The Open Group 

(2018). FAIR 

Standard 

ISO 31000 

Enterprise risk 

management 

• Generic principles for all industries 

• Holistic integration with other 

standards 

• Aligns with wider stakeholder 

interests 

• Lacks prescriptive methods 

• No specific implementation 

support 

ISO (2018). ISO 

31000:2018 
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IEC 62443 

Industrial systems risk 

management 

• Tailored for ICS (Industrial Control 

Systems) 

• Detailed security lifecycle guidance 

• Widely adopted in industry 

• Limited outside ICS context 

• Complex implementation 

IEC (2019). IEC 

62443 Security 

Series 

NIST CSF 

Cybersecurity 

framework 

• Risk-based approach 

• Aligns with NIST SP 800-53 

• Modular and flexible 

• Voluntary implementation 

• Requires mapping to other 

standards 

NIST (2018). 

Framework v1.1 

 

2.7 The causes of ICT risks 

The causes of ICT risks can vary depending on the specific context, but several common contributing factors are 

widely recognized across industries and systems. 

2.7.1 Cyber security threats 

Cybersecurity threats refer to malicious actions that compromise the availability, confidentiality, or integrity of 

ICT systems. These include malware such as viruses, worms, and ransomware, which are designed to disrupt or 

damage systems (Symantec, 2023). Phishing represents another significant threat, involving social engineering 

attacks that deceive users into disclosing sensitive information (Verizon, 2023). Denial-of-Service (DoS) attacks, 

which overwhelm systems with illegitimate traffic, render them inaccessible to legitimate users (Kaspersky, 2023). 

Insider threats—whether malicious or due to negligence—are also critical, stemming from employees, contractors, 

or partners with access to sensitive systems or data (CERT, 2022). 

2.7.2 Human error 

Human error is a major cause of ICT risks, often resulting from insufficient training, lack of awareness, or failure 

to follow best practices. Misconfiguration occurs when systems, networks, or applications are improperly 

configured, leaving them vulnerable to exploitation (Gartner, 2022). Weak passwords, such as easily guessable 

credentials or the reuse of passwords across accounts, further expose systems (NIST, 2020). Accidental data 

deletion, the unintended removal of critical information or files, is another form of human error (IBM Security, 

2023). Noncompliance with protocols, such as neglecting to use multi-factor authentication or failing to encrypt 

sensitive data, also increases risk (ISO/IEC 27001, 2022). 

2.7.3 Economic and Geopolitical Factors 

External economic and geopolitical conditions significantly influence ICT risk landscapes. During financial crises, 

organizations may reduce budgets for cybersecurity and ICT maintenance, thereby increasing vulnerability (World 

Economic Forum, 2023). Geopolitical tensions often trigger a surge in cyberattacks, particularly during periods of 

instability or political conflict (FireEye, 2023). Additionally, global supply chain disruptions can delay or restrict 

access to critical ICT components, affecting system reliability (McKinsey, 2023). 

2.7.4 Emerging Technologies 

While the adoption of new technologies can offer numerous benefits, it may also introduce unforeseen risks. In 

cloud computing, for example, misconfigured services or reliance on third-party providers with weak security can 

lead to vulnerabilities (CSA, 2023). The Internet of Things (IoT) offers serious security concerns, as studies show 

most devices ship with insecure defaults (e.g., hardcoded credentials) and lack update mechanisms, making them 

perfect targets for botnets and network breaches (NIST, 2020). Artificial Intelligence (AI) systems, if based on 

flawed or biased algorithms, can lead to incorrect decisions with serious consequences (MIT Technology Review, 

2023). Similarly, blockchain technology carries risks related to smart contract flaws and private key management 

(Nakamoto, 2008). 
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2.7.5 External Threats 

External threats originate outside the organization and are often beyond direct control. Hackers, whether 

individuals or groups, exploit system vulnerabilities to gain unauthorized access to data and infrastructure 

(McAfee, 2023). Nation-state actors, including state-sponsored cyber espionage and sabotage units, pose 

significant risks to critical systems (FireEye, 2023). Natural disasters such as floods, earthquakes, or fires can 

severely damage infrastructure and disrupt operations (FEMA, 2022). Supply chain attacks involve compromising 

third-party vendors or service providers to infiltrate the target organization’s systems (NIST, 2021). 

2.7.6 Regulatory and Compliance Issues 

Organizations that violate laws, regulations, or industry standards face legal, financial, and reputational 

consequences. Data privacy violations, such as failing to protect personal data in line with frameworks like GDPR 

or CCPA, expose firms to substantial penalties (GDPR.EU, 2023). A lack of auditing processes means 

organizations may fail to detect noncompliance with security policies (ISO/IEC 27001, 2022). Moreover, 

inadequate incident reporting—such as not informing regulatory authorities or affected users of breaches—can 

worsen the impact of security incidents (HIPAA, 2023). 

2.7.7 Operational Failures 

Operational failures stem from poor internal management or inadequate operational procedures. For instance, the 

absence of redundancy—i.e., failure to install backup systems—can result in complete service outages during 

system failures (AXELOS, 2021). Poor change management, such as deploying untested updates or modifications, 

may introduce new system vulnerabilities or disruptions (ISACA, 2022). Inadequate monitoring delays the 

detection of anomalies or intrusions, increasing the risk of prolonged exposure (SANS, 2023). Furthermore, 

resource constraints, such as limited budgets or staffing shortages, reduce an organization’s ability to maintain and 

secure ICT systems (Gartner, 2023). 

2.7.8 Technical Vulnerabilities 

Technical vulnerabilities refer to flaws within software, hardware, or networks that can be exploited by attackers 

or lead to systemic failure. Software bugs—errors in programming—may result in crashes, data corruption, or 

security flaws (Anderson, 2020). Unpatched systems that lack timely updates remain exposed to known 

vulnerabilities (ENISA, 2022). Weak encryption protocols increase the risk of data interception or theft (Schneier, 

2015). Legacy systems that are outdated and no longer supported amplify the risk of exploitation or failure (Ross 

et al., 2021). 

2.7.9 Non-material sabotage 

Non-material sabotage, especially intellectual sabotage, involves intentional alteration, corruption, or destruction 

of digital assets such as software programs, data, or backup files (Parker, 1998). The consequences can be just as, 

or even more, severe than physical sabotage, leading to prolonged downtime, financial loss, and reputational harm 

(Schneier, 2004). Forms of non-material sabotage include unauthorized program modifications that cause 

malfunctions or breaches (Pfleeger & Pfleeger, 2015). Trojan horses, disguised as legitimate applications, perform 

harmful actions unbeknownst to users (Cheswick, Bellovin, & Rubin, 2003). Logic bombs are malware triggered 

under specific conditions, often corrupting databases gradually and eluding detection until recovery becomes 

complex and costly (Bishop, 2005). Viruses and worms, which are self-replicating, can spread rapidly across 

networks and act like logic bombs with propagation mechanisms, especially via the internet and email (Zeltser, 

2021). Spyware, installed without user knowledge from deceptive websites, steals sensitive data and is difficult to 

detect (Stallings & Brown, 2018). 
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2.7.10 Hijacking of software 

Despite recent successes in prosecuting software piracy and the reduced attractiveness of illegal copying due to 

lower prices, the practice remains prevalent (BSA, 2023; Siwek, 2022). Companies caught using pirated software 

face serious penalties. These include being forced to purchase the missing licenses, pay compensation that may 

reach up to 200% of the license value (WIPO, 2021), and cover procedural costs such as court, bailiff, and expert 

witness fees (OECD, 2020). 

2.7.11 Dismissals for operational reasons, strikes 

Ensuring fair and respectful treatment of employees is essential, as mistreatment can fuel resentment and result in 

retaliatory actions, including breaches of the company’s information system (Kelloway et al., 2022; Spector and 

Fox, 2005). The sudden unavailability of key personnel—due to strikes or dismissals—can also render systems 

inoperable, affecting the company’s entire operational chain (Pfeffer, 2010; Herath and Rao, 2009). 

2.8 The process of identifying an IT risk 

IT risk identification is the systematic process of recognizing potential threats to an organization’s information 

systems, data, and infrastructure. This process typically begins with asset inventory, which catalogs critical systems 

and data, followed by detailed threat and vulnerability assessments designed to identify potential attack vectors or 

weaknesses (Stoneburner et al., 2002; NIST SP 800-30). Risk frameworks such as ISO/IEC 27005 or COBIT are 

widely used to evaluate risks including cyberattacks, system failures, and data breaches (ISACA, 2018). The 

identification process is often complemented by stakeholder interviews, historical event analysis, and the use of 

risk matrices, which help prioritize risks based on their likelihood and potential impact (FAIR Institute, 2021). 

Continuous monitoring is also essential, ensuring that emerging threats, such as zero-day exploits or regulatory 

changes, are detected and managed in a timely manner. 

2.8.1 ICT risk assessment 

ICT risk assessment relies on various mathematical equations to quantify and evaluate potential risks. A 

fundamental expression, adopted by frameworks such as NIST SP 800-82 and IEC 62443, defines overall risk as: 

Risk=Threat×Vulnerability×Impact       (1) 

In this equation, Threat represents the likelihood of a cyberattack, Vulnerability indicates a weakness within 

the system, and Impact  refers to the potential consequences of a successful attack. 

Quantitative risk assessment models, as outlined in NIST SP 800-30 (2012), include the Annualized Loss 

Expectancy (ALE), which estimates expected annual losses based on two key factors: 

ALE=ARO×SLE        (2) 

Here, SLE (Single Loss Expectancy) represents the financial cost of a single incident, while ARO (Annualized 

Rate of Occurrence) is the expected number of such incidents per year. 

Threat likelihood estimation, as described in ISO/IEC 27005 (2022), is often performed using Bayesian 

networks. These probabilistic models calculate the likelihood of an attack based on evidence and prior 

probabilities. The Bayesian equation is expressed as: 

                      𝑃 (𝐴𝑡𝑡𝑎𝑐𝑘|𝐸𝑣𝑖𝑑𝑒𝑛𝑐𝑒) =
𝑃 (𝐸𝑣𝑖𝑑𝑒𝑛𝑐𝑒|𝐴𝑡𝑡𝑎𝑐𝑘) 

𝑃 (𝐴𝑡𝑡𝑎𝑐𝑘)
       (3) 

In this expression, P(Attack) represents the prior probability of an attack, while P(Evidence|Attack) is the 

likelihood of observing specific indicators if an attack has occurred. This approach enables adaptive and 

probabilistic estimation of threats based on current and historical information. 
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3 Innovative Hybrid Approach Addressing the Shortcomings of Existing Methods 

This section introduces a hybrid approach designed to overcome the limitations of traditional risk assessment 

frameworks by combining mathematical modeling techniques with adaptive learning algorithms. It begins with 

mathematical foundations, including stochastic processes, Bayesian reasoning, and game-theoretic defense 

strategies to model, infer, and optimize cybersecurity decisions under uncertainty. 

3.1 Mathematical Modeling 

3.1.1 Stochastic Risk Assessment 

Industrial ICT risks can be effectively represented using stochastic processes, where threat events occur at 

random over time. Let R(t) denote the total risk at time t, which can be modeled as a compound Poisson process, 

capturing both the random arrival of threats and the variability in their severity. This process is defined as: 

𝑅(𝑡) =   ∑𝑋𝑖
 

𝑁(𝑡)

𝑙=1

                                                              (4) 

                 

Here, N(t) is a Poisson counting process that represents the number of threat arrivals up to time t, with rate λ,  

and Xi represents the random severity or impact of the i-th threat. The expected value of the risk over time is 

given by:  

𝐄[𝑅(𝑡)]  =  𝜆𝑡𝐄[𝑋𝑖]                                                           (5)  

 

3.1.2 Bayesian Risk Assessment 

Bayesian modeling enables probabilistic reasoning under uncertainty by leveraging prior knowledge and 

observed data. The risk variables in a cyber-physical system can be represented through a joint distribution, 

which is factorized as (6): 

𝑃(𝑋1,𝑋2, … ,𝑋𝑛) =∏𝑃(𝑋𝑖|𝑃𝑎(𝑋𝑖))                                                                                   (6)

𝑛

𝑖=1

 

     

To compute the posterior probability P(Q∣E) where Q is a query variable and E is observed evidence, the 

following steps are used: 

1. Multiply conditional probability tables:  

𝜙  =∏𝑃(𝑋𝑖|𝑃𝑎(𝑋𝑖))                                                                                                   (7)

𝑛

𝑖=1

 

 

2. Marginalize hidden variables H: 

𝜙′(𝑄, 𝐸)  =  ∑ 𝜙(𝑄, 𝐸, 𝐻) 
𝑙=1                                                                                                                  (8)  
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3. Normalize: 

 

𝑃(𝑄|𝐸) =   
𝜙′(𝑄, 𝐸) 

∑   𝑄 𝜙′(𝑄, 𝐸)
                                                                                 (9)      

 

This inference process is mathematically rigorous but computationally intensive, with complexity exponential 

in the treewidth of the moralized graph associated with the Bayesian network. Nonetheless, it provides a 

powerful mechanism for incorporating real-time evidence into the assessment of cyber risk. 

3.1.3 Game-Theoretic Defense Optimization 

In the context of industrial cybersecurity, game-theoretic models offer a powerful framework for modeling 

interactions between attackers and defenders. One such approach is the Stackelberg game formulation, where 

strategic decisions are made sequentially. In  

s model, the defender acts as the leader and selects a patching frequency δ, while the attacker, acting as the 

follower, chooses an exploit time τ in response. 

The defender’s utility function reflects the trade-off between patching costs and potential losses from 

successful attacks. It is defined as: 

𝑈𝑑(𝛿, 𝜏) =  −𝐶𝑑𝛿 −  𝐿. I (𝜏 < 𝛿−𝑖)                                 (10)  

 

Here, cd denotes the cost per unit of patching frequency, L represents the loss incurred if the attack occurs 

before the next patch, and I is the indicator function evaluating whether the condition τ < δ−1 holds. 

To determine the Nash equilibrium, the game is solved through backward induction. This involves two steps: 

1. The attacker’s best response is computed by minimizing their utility with respect to the defender’s chosen 

strategy:    

 

𝜏∗(𝛿)  =  𝑎𝑟𝑔𝑚𝑖𝑛𝜏𝑈𝑎(𝛿, 𝜏)                                      (11)  
 

 

           

2. The defender’s optimal strategy is then found by maximizing their utility, considering the attacker’s best 

response: 

𝛿∗ = 𝑎𝑟𝑔𝑚𝑎𝑥𝛿𝑈𝑑(𝛿, 𝜏
∗(𝛿))                                           (12)  

 

In this setup, both players act rationally to optimize their respective outcomes. Under certain assumptions, a 

closed-form solution for the optimal patching frequency can be derived, given by: 

𝛿 =     √
𝐶𝑎 

𝐶𝑑
                                                                                (13)  
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This expression balances the attacker’s cost ca against the defender’s patching cost cd offering a theoretically 

grounded guideline for optimal defense scheduling in adversarial settings. 

3.2 Deep Neural Network (DNN) for Anomaly Detection 

3.2.1 LSTM for Temporal Risk Prediction 

Long Short-Term Memory (LSTM) networks are well-suited for capturing sequential dependencies in time-

series data, such as sensor streams found in industrial ICT systems. These networks are particularly effective 

for temporal risk prediction because they retain long-term information and can selectively forget irrelevant 

inputs. The core operations of an LSTM cell are governed by a set of equations that control the flow of 

information through various gates and states. 

The LSTM cell equations are defined as follows: 

 

{
 
 
 

 
 
 
𝑓 =  𝜎(𝑥𝑡𝑈

𝑓 + 𝑠𝑡−1𝑊
𝑓)                                                               (14)

𝑖 =  𝜎(𝑥𝑡𝑈
𝑖 + 𝑠𝑡−1𝑊

𝑖)                                                                 (15)

𝑜 =  𝜎(𝑥𝑡𝑈
𝑜 + 𝑠𝑡−1𝑊

𝑜)                                                               (16)

𝑔 =  tanh(𝑥𝑡𝑈
𝑔 + 𝑠𝑡−1𝑊

𝑔)                                                        (17)

𝑐𝑡 = 𝑐𝑡−1 ∘ 𝑓 + 𝑔 ∘ 𝑖                                                                      (18)

𝑠𝑡 = tanh(𝑐𝑡) ∘ 𝑜                                                                           (19)
𝑦 =  𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝑉𝑠𝑡)                                                                       (20)

         

where: 

• f: Forget gate input, and output gates. 

• i: input gate 

• o: output gate 

• 𝑔: self-recurrent 

• 𝑐𝑡: Cell state. 

• 𝑠𝑡: Hidden state (used for risk prediction). 

 

3.2.2 Autoencoder for Unsupervised Anomaly Detection 

An autoencoder is a type of neural network used to learn compressed representations of input data and 

reconstruct them with minimal error. An autoencoder reconstructs input x as x̂, minimizing reconstruction 

error: 

𝐿 =  ||𝑥 − 𝑥̂ ||2     
2                                                               (21) 

     

An anomaly is flagged when when  𝐿 > τ    (threshold), indicating that the input deviates significantly from 

the learned normal patterns. 

3.3 IoT Sensor Network Analytics 

3.3.1 Graph-Based Risk Propagation 

In industrial IoT systems, sensors and their interconnections can be modeled as a graph G = (V, E), where V 

represents the set of nodes (i.e., sensors) and E represents the edges corresponding to communication links 
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between them. Risk propagation across the network is governed by the adjacency matrix A, and the Laplacian 

matrix is defined as L = D − A, where D is the degree matrix. 

The dynamics of risk diffusion over the network follow a partial differential equation that accounts for the 

influence of neighboring nodes and local risk. This diffusion is described by: 

 

∂𝑅𝑖(𝑡)

∂t
  =  α ∑ 𝐴𝑖𝑗

𝑗∈𝑁(𝑖)

( 𝑅𝑗(𝑡) − 𝑅𝑖(𝑡)) +  𝛽. 𝐿𝑜𝑐𝑎𝑙 𝑅𝑖𝑠𝑘                                             (22) 

 

3.3.2 Federated Learning for Privacy-Preserving Risk Modeling 

To preserve data privacy while still enabling collaborative learning, sensors can participate in federated 

learning. In this approach, each sensor trains a local deep neural network (DNN) model without sharing raw 

data. Instead, model updates are exchanged and aggregated to update a shared global model. Let Wt represent 

+the global model at round t; the update rule for the next round is: 

 

𝑊𝑡+1 = 𝑊𝑡  + ν∑
ηk
𝑁

𝐾

𝑘=1

 ∇𝐿𝑘(𝑊𝑡)                                                                  (23)  

   

where: 

• K: Number of sensors. 

• Lk: Loss at sensor k. 

 

3.4 Integration & Risk Prediction 

The final risk score is computed by integrating multiple sources of information to produce a comprehensive 

and reliable assessment. Specifically, the integration combines three components: the stochastic risk 

component Rstoch(t), which models random threat behavior over time; the DNN-based anomaly score RDNN(t) 

which captures temporal anomalies using deep learning; and the graph-based risk Rgraph(t), which reflects 

spatial propagation of risk across IoT sensor networks. 

These three components are linearly combined into a single risk prediction model: 

Rfinal(t) = αRstoch(t) + βRDNN (t) + γRgraph(t)        (24) 

                     

The coefficients α, β, and γ are weights assigned to each risk source, and they are constrained such that 

α+β+γ=1. These weights are not arbitrarily chosen but are instead optimized using reinforcement learning 

techniques to improve the model’s accuracy and adaptability. 

3.5 Why an Innovative Hybrid Approach (Mathematical + Deep Learning + IoT) is Essential for 

Industrial IT Risk Anticipation?  

3.5.1 The Hybrid Advantage 
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A hybrid approach that combines mathematical modeling, deep neural networks, and IoT integration offers 

complementary strengths that enhance industrial IT risk anticipation capabilities. 

a) Mathematical Modeling 

One of the main strengths of mathematical modeling is its ability to provide interpretable risk quantifications. 

These models can yield structured, explainable insights that are directly applicable in industrial contexts. Their 

formalism allows for rigorous reasoning about threats and vulnerabilities, which is essential for critical 

decision-making processes in industrial environments. 

b) Deep Neural Networks 

Deep neural networks excel in detecting unknown attack patterns within high-dimensional data. This capacity 

to identify previously unseen anomalies makes them particularly powerful for modern cybersecurity 

applications. Moreover, these models can also be applied in industrial settings where complex and voluminous 

sensor data are prevalent. Their strength lies in their adaptability and learning ability in the presence of dynamic 

threats. It is worth reiterating that their key advantage is the detection of unknown attack patterns in high-

dimension data. 

c) IoT Integration 

IoT integration brings the ability to monitor the physical state of systems in real time. This capability is vital 

for anticipating risks that manifest through environmental or mechanical changes. Real-time data from IoT 

devices can be directly leveraged to prevent physical damages and react proactively. Such integration is feasible 

and practical within industrial infrastructures, especially for applications requiring immediate responses. 

The practical benefit of this hybrid approach is illustrated in Figure 1, which shows how vibration sensors and 

an edge machine learning model are used to detect anomalies in real time. If an anomaly is detected, the system 

triggers a security protocol; otherwise, monitoring continues uninterrupted. This demonstrates the system’s 

ability to prevent equipment damage by identifying malicious motor overloads as they happen. 

Figure 1: Prevented equip 

ment damage by detecting malicious motor overloads in realtime 

4. Experimental validation 

4.1 Data Collection 

The dataset used for simulation, titled Cyber-Threat-Intelligence-Custom-Data_new_processed.CSV, is a 

structured compilation of cybersecurity-related data. It likely includes critical features such as threat indicators, 

timestamps, attack types, and system logs, all of which are essential for analyzing and simulating industrial 

ICT risks. 

The selection of this data source is justified on two grounds. First, in terms of real-world relevance, 

honeypots—used to generate parts of the dataset—are effective in capturing actual attack patterns observed in 
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industrial environments, as noted by Pa et al. (2016). This ensures that the simulated threats reflect realistic 

and practical conditions encountered in operational systems. 

Second, the dataset addresses bias mitigation by incorporating synthetic data to supplement rare attack 

categories, such as false data injection. This inclusion helps prevent class imbalance during model training and 

evaluation, which is a common challenge in cybersecurity datasets with highly skewed class distributions. The 

integration of synthetic instances for underrepresented attacks is supported by the work of Torres et al. (2021), 

which highlights the value of such data augmentation strategies in improving model robustness. 

4.2.1 DDoS Detection Performance 

Below, we have the DDoS detection performance coding and figure (figure 2): 

print('\n_DDoS_Detection_Performance_\n') 

print(classification_report(y_test, y_pred, target_names=['Normal', 'DDoS'])) 

print(f'Optimal_Threshold:{optimal_threshold:.3f}') 

print(f'AUG-ROC:{auc(fpr, tpr):.3f}') 

As presented in figure 2, the classification report indicates that for the 'Normal' class, precision is 1.00, recall 

is 0.87, and the F1-score is 0.93, based on 121,541 samples. For the 'DDoS' class, precision is 0.91, recall is 

0.91, and the F1-score is 0.82, across 287 samples. Overall accuracy is 0.87. The macro average scores are 

0.51 (precision), 0.89 (recall), and 0.42 (F1-score), while the weighted averages are 1.00, 0.87, and 0.93. The 

optimal threshold is 0.265, and the AUC-ROC is 0.953. 

 

Figure 2: DDoS Detection Performance. 

4.2.2 Confusion Matrix 

The confusion matrix for the DDoS detection model is presented using the following code and corresponding 

figure (figure 3): 

# Confusion Matrix 

plt.figure(figsize=(6,5)) 

sns.heatmap(confusion_matrix(y_test, y_pred), 

            annot=True, fmt='d', cmap='Blues', 

            xticklabels=['Pred_Normal', 'Pred_DDoS'], 

            yticklabels=['True_Normal', 'True_DDoS']) 
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plt.title('Confusion Matrix') 

plt.show() 

The resulting matrix shows that out of the 121,541 normal instances, 105,982 were correctly classified and 

15,559 were misclassified as DDoS. For the 207 DDoS instances, 188 were correctly detected, while 19 were 

misclassified as normal. These results are visualized in Figure 3. 

 

 
Figure 3: The confusion Matrix 

4.2.3 The ROC Curve 

Below is the code used to generate the ROC curve for DDoS detection, along with the corresponding figure 

(figure 4). 

# ROC Curve code 

plt.figure(figsize=(8,6)) 

plt.plot(fpr, tpr, color='darkorange', lw=2, 

         label='ROC Curve (AUC={:.2f})'.format(auc(fpr, tpr))) 

plt.plot([0, 1], [0, 1], color='navy', lw=2, linestyle='--') 

plt.xlabel('False Positive Rate') 

plt.ylabel('True Positive Rate') 

plt.title('ROC_Curve_for_DDoS_Detection') 

plt.legend(loc='lower right') 

plt.show() 

As shown in Figure 4, the ROC curve illustrates the model’s ability to distinguish between normal and DDoS 

traffic. The curve bows significantly toward the upper-left corner, indicating strong performance. The area 

under the curve (AUC) is approximately 0.95, confirming high classification effectiveness. 
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Figure 4: ROC Curve for DDOS detection 

5 Conclusion and Future Perspectives 

This paper has introduced a comprehensive hybrid framework that combines mathematical modeling, deep 

learning techniques, and IoT-edge computing to effectively address the pressing challenge of industrial ICT 

risk anticipation. By integrating these three dimensions, the proposed approach establishes a strong link 

between theoretical constructs and practical industrial applications. The resulting solution is scalable, adaptive, 

and well-suited for safeguarding Industry 4.0 infrastructures against evolving cyber-physical threats. 

Looking ahead, several perspectives are envisaged to enhance the framework’s robustness and applicability. 

One direction involves integrating interpretability modules to ensure compliance with regulatory standards, 

particularly in critical infrastructure sectors. Another avenue is the adoption of post-quantum cryptographic 

protocols, aligned with NIST recommendations, to counteract emerging computational threats. Additionally, 

privacy-preserving mechanisms for threat intelligence sharing can be developed using blockchain-secured 

federated learning, fostering secure collaboration among industrial stakeholders. 
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